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1. List of Features

· Server backup in compliance with the SMS (Storage Management Services) specification – supports all TSA modules (DOS, OS2, W95, WinNT, Win2000, NW volumes, NW DOS partition, Bindery, NDS, etc.)

· Strong functional superset of the standard tool SBackup.NLM 

· Available for Novell NetWare 3.12, 3.2, 4.x, 5.x and 6.x servers

· Supports full, user, incremental and differential backup types

· Supports direct data copying between TSA’s – ideal for data migration, HW upgrade or data copy between servers

· Supports backups to files or tapes. These files can be stored even on remote servers (for NW 3.x servers only to local files). Large backups can be split into several files or tapes

· Supports batch mode of backup, verification, tape formatting – ideal with scheduler software ANCHORA Schedule 2.0

· Easy tape content managing & viewing

· Log Management Menu for easy backups management

· Supports safe and quick tape erasing

· Supports data copy between tape and file

· Log files can be emailed to administrators in various forms 

· Tape data integrity check after writing (verification)

· User-defined backup session descriptions, session file names and emails to administrators with variables replaced in run-time

· Tested and approved for Novell NetWare 5 

· DEMO version (restriction to 20 objects to backup/restore or time bombed version) available on request
2. Installation

Unzip the installation file to a directory on your server (e.g. SYS:SYSTEM\ABACKUP).

When ABackup is started for the first time, a Configuration Wizard launches and asks for all necessary settings. All these settings can be later changed in the ABackup Configuration Menu available from the program main menu. These settings are stored in the text file ABackup.ini. This file is stored in the same director as ABackup.NLM. In the ABackup Configuration Menu, you can set many more default values for various settings to simplify everyday use and avoid setting them repeatedly again and again.

We recommend creating configuration files for specific types of backups and then automatically using these settings in automatic batch mode directly from command line. In the case of small differences for one backup, you can load this configuration file into ABackup and modify necessary settings. Then you can store these settings for later use.

3. Program Start

Loading ABackup differs according to operating system version.

On NW 3.x, it is necessary to load standard module clibaux.nlm first. Module AB3Emul.nlm is needed too. This module emulates some functions, which are not available on NW 3.x. The batch file aback3.ncf contains all these steps.

On all other operating system versions it is necessary to load standard modules calnlm32.nlm and clxnlm32.nlm.

According to data types, which we want to backup, we have to load TSA modules. These TSA modules must be loaded on the server where these data are stored. ABackup can backup data from remote TSA modules, this means from TSA modules which run on servers other than ABackup.

	TSANDS.nlm
	NDS NW 4.x-6.x

	TSA312.nlm
	Volumes and Bindery on NW 3.12

	TSA400.nlm
	Volumes on NW 4.0x

	TSA410.nlm
	Volumes on NW 4.1x

	TSA500.nlm
	Volumes on NW 5.x

	TSA600.nlm
	Volumes on NW 6.x

	TSAProxy.nlm
	Windows 9x/NT/2000 workstation

	TSADOSP.nlm
	DOS partition on NW 3.x-6.x. Although no longer distributed with NetWare 6.x, NLM from previous NetWare versions can still be used.


Module smdr.nlm is loaded automatically. When backup is finished, this module together with all other TSA modules can be unloaded.

4. Command Line

ABackup is manageable from command line and can be run multiple times simultaneously (program is reentrant), but only when the primary copy is not running in user-mode. For example: when automatic backup or verification or tape formatting (later described as jobs) is running, other jobs can be added to the job queue.

Supported command line parameters are the following:

-f file_name
inserts a backup job to the queue. This job is fully described by the configuration file file_name. This parameter can be repeated several times on a single command lime. Jobs are processed in the same order as they are entered. One job can be en queued only once.

-c file_name
inserts a tape formatting job to the queue. The configuration file file_name can be the same as for –f parameter. Only information relevant to tape formatting will be used from this configuration file.

-j
lists waiting jobs and their types.

-r file_name
removes job described by the configuration file file_name from the queue.

-e command
String command is emitted to the server console when all jobs are finished. This command can be used for example to dismount a backup device. Multi-word commands cannot be entered – use a NCF batch instead. This command can be used multiple times.

-u
terminates the actual job and exits ABackup as soon as possible. This is a better way of terminating the program than unload ABackup.

? or -h
displays help.

5. Program Configuration

Anchora Backup Configuration Menu available from the main menu as ABackup Configuration serves for editing essential ABackup configuration settings and simplifying life of administrators by predefining default values for various fields of backup job configuration dialogs. A description of this menu can be found in paragraph 6.1. ABackup Configuration.

6. Main Menu

ABackup’s Main Menu consists of 11 items. Their descriptions can be found in the following paragraphs.

Help is available for almost all items and you can reach it by pressing F1. 

6.1. ABackup Configuration

ABackup Configuration in the main menu displays Anchora Backup Configuration Menu. There are settings needed for ABackup main functionality and some default settings for backup and other jobs. TSANDS on the local server can be configured for NetWare 4.0 and later versions in this menu as well.
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Figure 1: Configuration Menu
Menu ABackup Configuration contains 11 submenus. They are:

Main log file path – this is the path, where log files are stored. ABackup creates log files of two types. One is the global log file ABackup.log with main events (start, program or job end, job type, job log file name). Logs of the second type are detailed logs of single jobs (session logs). File names of these session logs are created according to this mask: YYMMDDII.log, where YY, MM, DD, II are year, month, day and order in the day. The default value for this option is SYS:SYSTEM\ABACKUP\LOGS.

Default user name – default user name for logging into TSA’s or remote server in case of backup to a file on a remote server. User must have enough rights for backup (admin rights for given resource is the best).

Default configuration file – default path and file name for loading and saving job/session configuration files. The default value is SYS:SYSTEM\ABACKUP.CFG. WARNING: this is not the initialization file ABackup.ini, which contains settings from ABackup Configuration Menu.

Default logging options – default settings of session logs for backup, verification and restore. Every session log always contains all errors, a session statistics and names of all skipped objects and reasons why they were skipped. Here you can set logging of names of all parent objects (directories, NDS containers, etc.) and/or all child objects (files, NDS leaf objects, etc.). Next, you can specify whether the log file should be attached to the end of backup data. In that case, the log file can be restored or just viewed from backup data even if the original one (stored on a server volume) was lost.

Default people to broadcast errors to – informational and error messages about serious events encountered during job processing (startup, finish, fatal error, medium full – request for media replacement, etc.) will be broadcast to the users in this list. 

Sending log files by email – ABackup can email session log files to administrators in 4 types: Full (entire session log), Short (beginning and end of session log), Errors (like Short but with all errors and names of all skipped objects), Brief (only overall statistics in the message subject). Here you can customize subject of the emails, and set SMTP server and email address, which will be used for the From: item. ABackup cannot receive emails, therefore this email mailbox should exist somewhere else. Note that a valid email address should be provided to avoid problems with common anti-spam policies enforced on many mail servers. Subject of email message can contain predefined variables, which will be replaced by real values at the time of processing. These variables must be put between the per cent signs ‘%’. Doubled per cent signs %% mean a real per cent single ‘%’. Supported variables are: OBJECTS, FILES, CHILDREN, PARENTS, ERRORS, DATE, DAY, DAYFULL, DAYNAME, WEEKDAY, MONTH, YEAR, TIME, HOUR, MINUTE, SIZE, SMDR, TSA, TS and USER. Example: ‘Backup %TS% finished at  %TIME%, Size: %SIZE%, Errors: %ERRORS%‘.

Partitions on tape media – in the ideal case ABackup splits tape medium into 2 partitions - 1MB and the rest. All session information is stored on the first partition, session data are in the second partition. Unfortunately, not all tape storage devices (sometimes only some drivers for a single device) support partitions. In such cases, ABackup stores a short image (so called Tape Media Database, usually 12-32KB) of the first partition on hard disk. We recommend using partitions, however every session start/finish/information retrieval then takes more time than using Tape Media Database. A tape medium with partitions is independent of other files and restore can be done immediately. On the other hand, if Tape Media Database is lost it must be restored at first. This can be done using Create Information File from Tape Medium from the Media Management Menu. This operation reads all data on the tape and therefore can take several hours. In this menu, you can disable using partitions even when hardware and software support them. See also description of Path to the tape media database.

Sector size of newly formatted tape media – the sector size that is used when a tape medium is formatted can be changed here. Not all devices support all sector sizes listed. Value default uses the value offered by the hardware driver. The speed of tape operations may depend on sector size.

Path to the tape media database –path to Tape Media Database with information about sessions on tapes can be changed here. The default value is SYS:SYSTEM\ABACKUP\TAPES. For more information about Tape Media Database see menu Partitions on tape media.
Backup to Files as Target Media: Maximum target file size – this option sets the maximum size of output files of backups to files. This option can be used for example when you plan to store backups on CD. The maximum file size on NetWare volumes is 4GB.

Configure local TSANDS – creates list of objects, which local TSANDS.nlm offers for backup as main resources. The default objects are [Root], Schema, and Full NDS Backup.

6.2. Connect to target to backup or restore to
In the menu Connect to target to back up or restore to, you can choose a data source for backup or a destination for data to be restored. These sources and destinations are represented by TSA modules (Target Service Agent), which can be anywhere in the network. ABackup uses SMDR modules (Storage Management Data Requester) to communicate with TSA’s. 

Several windows will guide you through the connecting process. At first, you are asked to select one SMDR from all SMDR’s available on the network (SMDR has usually the same name as its host server). Next, select a TSA module available on the selected SMDR (e.g. NetWare File System, Novell Directory, Workstations) and finally a TS (Target Service) available on the TSA. A TSA usually offers only one TS, an exception is  TSAProxy which offers every registered workstation as a separated TS.

Finally, you are asked to enter a user name (default is the name entered in the ABackup Configuration) and a password. It is recommended to use full NDS user names for file system TSA’s on NetWare 4.0 and later, as there might be confusion with finding the proper NDS context.

An informational window with TS type and version is displayed after successful login.

Note: It is not necessary to use this menu item explicitly before starting each session. ABackup automatically asks for selection of source or target TSA.
6.3. Select medium to back up to or restore from
In the menu Select medium to back up to or restore from, you can select source or destination device for backup or restore, respectively. Three types of media are available: tape, file or TSA. TSA can be used only as target media for backup (i.e. for direct TSA-to-TSA copying).

Files can be stored on remote servers when ABackup is running on NetWare 4.0 and later. In this case, enter the name of the file in this format: server\volume:path\file. ABackup then asks for user name and password for the remote server. This user name can be different from the user name used for login to TSA. The path and file name can be entered in DOS or LONG format (if supported by the volume).

In the case of backup to file, you can use variables for dynamic name construction. These variables will be replaced with real values in the time of backup. These variables must be put between two per cent signs ‘%’. Doubled per cent signs ‘%%’ mean a real per cent sign ‘%’. Supported variables are: DATE, DAY, DAYFULL, DAYNAME, WEEKDAY, MONTH, YEAR, TIME, HOUR, MINUTE, SMDR, TSA, TS and USER. Detailed description of these variables is displayed after pressing F1 in the file name dialog. For example: ‘BACKUP:VOLS\FULL%WEEKDAY%.abk' will gve FULL0.abk file on Sunday, FULL1.abk on Monday and FULL6.abk on Saturday.

Note: It is not necessary to use this menu item explicitly before starting each session. ABackup automatically asks for selection of target or source media.
6.4. Load Configuration

This command loads configuration from a file. Configuration file must be stored on the local server. An information screen with content of the configuration file is displayed after loading and there are several ways of using these settings.
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Figure 2: Information screen with options for loading configuration

Connect & Open Medium & Back up – connects to TSA, opens backup media (file or tape) and starts backup according to the loaded configuration. 

Connect & Open Medium Only – connects to TSA and opens backup media (file or tape). User name, password and TSA settings are used from the configuration file.

Connect Only – only connects to TSA. User name, password and TSA settings are used from the configuration file.

Open Medium Only – only opens backup media (file or tape).

Return to the Main Menu – no action is taken. Configuration from the file is not used.

6.5. Reset All Settings

This option resets all settings, disconnects from all TSA modules and releases backup media. This option is equivalent to restart of ABackup.
7. Media Management Menu

This menu contains options for managing backup media, therefore it varies for different media types: file or tape. When you select this menu without previous media selection, ABackup asks for this selection. This option is not supported when a TSA is the target medium.
7.1. Tape Management Menu

This menu has 11 commands.
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Figure 3: Tape Management Menu

View tape information – here is displayed information about the current tape medium: number of sessions, size of data written, sector size, media type, tape label, etc.
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Copy Configuration from Session – reads configuration used for selected session (data type, source, destination, backup type, etc.). User is asked for user name and password for connecting to TSA. This option has a similar meaning as Load Configuration in the program’s main menu and can be used to repeat a backup in the case that a configuration file was not created. More information can be found in paragraph 6.4. Load Configuration.

Create tape – formats a tape medium for ABackup. This is the first step, which is necessary to do with a new medium.

Delete last session – deletes the last session from the tape medium. Any number of sessions from the end of the medium can be deleted by repeating this command. Tape medium is sequential and that is why only the last session can be deleted. Warning: not all tape devices can write to the place freed by the last session (error message ‘End of tape’ can occur), i.e. this command in fact does not work.

Display sessions – displays list of sessions on the tape medium.

Quick erase tape – erases all sessions from the tape medium. Quick erase overwrites only the tape header.

Secure erase tape – erases (overwrites) entire medium. This operation can take several hours.

Eject medium – ejects medium from the tape device. Warning: not all drivers and not all versions of Novell NetWare correctly support this option (ABackup can halt or the system console can be lost).

Copy session from tape to file – this option copies sessions from a tape medium to a file. The file can be stored on the local NW server or on a remote NW server (remote servers are not supported on NW 3.x). The remote server path must be entered in format server\volume:path\file. ABackup then asks for a user name and a password. The path can be entered in DOS or LONG format (if supported by the volume). Maximum file size on NetWare volumes is 4GB, so this is a limit for the maximum size of session, which can be copied to a file.

Copy session from file to tape – this option copies sessions from a file to a tape medium. This is an inverse command to the previous one.

Create information file from tape media – this option is meaningful only in the case that tape does not support partitions or partitions are not used due to other restrictions. When data from the Tape Media Database (stored in a file) are lost, an image of the first tape partition can be created by this command. Warning: This operation can take hours – it is necessary to read the entire tape during search for sessions. More information about Tape Media Database and use of partitions can be found in paragraph 6.1.  ABackup Configuration.

7.2. File Management Menu

This menu has three items.
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Figure 5: File Management Menu
Copy Configuration from Session – retrieves configuration used for the selected session (data type, source, destination, backup type, etc.). User is asked for a user name and a password for connecting to TSA. This option has a similar meaning as Load Configuration in the program’s main menu and can be used to repeat a backup in the case that we did not save configuration file. More information can be found in paragraph 6.4. Load Configuration.

Get Session Information – displays information about the session stored in the selected file: number of backup objects, number of files (in the case that backup session was split into several files), file order within the session, verification checksum presence and if the log file is appended to the end of backup session. 

View Session Log File – displays the log file for the session. When the log file is appended to the end of the backup session and the selected file is the last part of the session, the log file is displayed directly from the backup session. In other cases, ABackup searches hard disk for directory with log files.

8. Backup
Use the first option in the main menu (Backup) to perform a backup. In case that you are not connected to any TSA or you did not choose any target medium ABackup asks if you want to do so now. When you select yes, ABackup displays the same sequence of screens as for Connect to target to back up or restore to or Select medium to back up to or restore from options.

There are two or four types of backup:

Full (All Data on Target) – all objects and all properties will be backed up.
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Figure 6: Custom backup
Custom (Only Specified Data) – user can specify what kind of data will be backed up. For example: files *.bak and some directories should not be backed up, only trustees would be backed up, etc. This command can replace incremental and differential type of backup.

Incremental (Changes Since Last Backup)  - incremental backup is available only if source data (accessible through TSA) supports Archiving needed attribute. Only data with this attribute set to TRUE are backed up. This attribute is set to FALSE for all objects that were successfully backed up. A full restore requires the base (full or custom) backup and all following incremental backups in the same order as they were made.

Differential (Changes Since Last Full Backup) - differential backup is available only if source data (accessible through TSA) supports Archiving needed attribute. Only data with this attribute set to TRUE are backed up. Differential backup does not modify this attribute. A full restore requires just the base (full or custom) backup and the last differential backup.

Custom backup dialog window offers the largest set of options. All other backup types contain only options from the custom backup window, but not all of them. That is why we here describe only custom backup options.

Whenever a TSA object name has to be entered, you may use the Insert key to browse the TSA for the needed object..

Resources to be Backed Up – this is the list of all objects to be backed up (root TSA objects, directories, files). It is common that an object (such as file) has different names in different name spaces (such as DOS, LONG, MAC, NFS or NDS). The object can be specified using any name space it supports. However, all names from all name spaces associated to this object are always backed up.

Data Subsets to be Backed Up – here it can be specified more precisely what to backup. For example: do not backup some directory or *.bak files. All options in the screens that appear after selecting this item are provided directly by the actual TSA and therefore they can differ according to the version and type of the TSA.

Scan Type of Data to be Backed Up – here you can specify what should be backed up together with the data. For example: if  Exclude data streams is checked, rights and other attributes will be backed up but not actual file data. This king of backup is suitable for easy transfer of trustee assignments. All screens that appear after selecting this item are provided directly by the TSA and therefore they can differ according to the version and type of the TSA. Please keep in mind that some options cannot be used together. This is why there exists possibility to test correctness of selection. Pressing F6 can do this. If the entered combination is not correct, ABackup will change some options.

Clear Modify Bit on Source Files – controls setting the Archiving needed attribute (sometimes called Modify Bit) to FALSE. This option can be used to simulate Incremental or Differential backup.

Description of Backup Session – here you can enter your description of the session. It is possible to use variables which will be replaced by real values at the backup time. These variables must be entered between per cent signs. Use doubled percent signs for single %. Supported variables are: DATE, DAY, DAYFULL, DAYNAME, WEEKDAY, TIME, HOUR, MINUTE, MONTH, YEAR, SMDR, TSA, TS, USER. For example: ‘Backup of %TS% on %DATE% at %TIME%.’

Data Verification Method – this option offers 3 types of data verification (integrity checks): None; Compute CRC; Compute CRC and Check. None leaves all checks to backup device. Compute CRC slows backup down a little and increases amount of output data by control checksums. ABackup uses these checksums during verification and restore. Compute CRC and Check computes and stores control checksums and when verifies data integrity when the backup is finished (or target medium is full). This option is not displayed when a TSA is used as the target medium.

If the Tape is not Empty – describes, what ABackup should do with non-empty tape. This item is displayed only when tape is a target media. There are 3 options available: Do not Delete Anything; Erase All but the First Medium, Erase All Media being Used. The first option just adds new session to each media, which will be used. The second option erases all used media (except the first one). This option can be used when first media contains the rest of another backup (another server, backup date, etc.). The last option erases all sessions on all media, which will be used.

Format Medium for Use by ABackup –this item controls whether tape medium will be formatted before ABackup uses it for the first time (it is in the same way as from Format Medium from Tape Management Menu). This option is ignored if ABackup detects that the medium was already formatted. Use the previous option If the Tape is not Empty to erase media. This item is displayed only when tape is the target medium.

Use Only Medium Labeled as – here you can define label for tape, which ABackup will require to be used. ABackup will only use tape medium with this label and not any other. Use this option to prevent overwriting of older backups in case when tape medium was not removed from the backup device. Do not enter anything if any medium should be used. The label can be typed directly to the text box or can be retrieved from the current tape medium. This item is displayed only when tape is the target medium.

If the Target File Exists – defines what ABackup should do when the target file already exists. This item is displayed only when a file is the target media. There are 3 options: Ask for a New Name in the interactive user mode asks for a new file name; behavior during automatic batch mode is the same as for the following option. Change suffix to 001, 002 etc. changes file extension to 001, to 002 if such file already exists, etc. ABackup makes 50 attempts to create a new file name. If all such files already exist, backup will not process. The last option Overwrite overwrites existing file.

Copy to New Location, Overwrite Existing Parents, Overwrite Existing Children – these options are displayed only for direct data copy between TSA’s. Their descriptions can be found in paragraph 9.2 Full Restore of Session.
Advanced Options – here you can define a list of users to broadcast error messages to and/or to send email log files  to. You can control content of the email and specify a command to be sent to the system console when the job finishes.

Logging Options – description of these options can be found in paragraph 6.1.  ABackup Configuration - Default logging options.
Save Configuration to File – this option saves all settings to the configuration file. This file can be used for batch mode of backup/tape formatting or it can be used again with Load Configuration in the program’s main menu.

Test Selection Validity and Correctness – tests if settings in the options Resources to Backed Up, Data Subsets to be Backed Up and Scan Type of Data to be Backed Up is valid and whether there are no fatal errors.

Back up Now – runs backup process. Log output is displayed on the screen and optionally (according to the Logging options) is stored in the session log or is backup together with data. Pressing key Esc cancels backup process (warning: there could be a short delay between key pressing and process cancellation). If it is enabled in the Advanced Options, selected users are notified about backup process, critical errors or they are asked to replace full media. When backup is finished, ABackup sends emails with specified type of session logs to selected users.

9. Restore

The Restore menu contains three submenus. As in the case of the Backup menu, we will here focus on the Custom Restore and Restore Individual Files or Directories menus. 

In case you are not yet connected to a TSA and/or a medium with backup data has not been selected yet, ABackup will ask whether you wish to do it right now. If so, the same sequences of dialog windows as in Connect to target to back up or restore to or Select medium to back up to or restore from respectively will follow, but with one exception: TSA will not be offered as a backup medium. In case the backup medium is a tape you will be asked to choose a session on the current tape media.

As usual, a context-sensitive help can be reached by hitting the F1 key whenever help is needed.
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Figure 7: Restore types
Once a TSA and a medium are chosen and connected, ABackup offers 3 types of data restore:

Restore Individual Files or Directories – restore a fully specified set of single files and directories (with exclusion of their subdirectories; wild-cards * and ? are not allowed as well).
Full Restore of Session – everything will get restored, including subdirectories. Data can be restored to a path different from where they were originally backed up (does not apply to NDS since the TSANDS module does not support this feature).

Custom restore – user-specified restore. The user has full control over selections what will be restored and what will not. This includes (but is not limited to) trustees, files of certain types (e.g. not *.BAK files), selected subdirectories. Data can be restored to a path different from where they were originally backed up (does not apply to NDS since the TSANDS module does not support this feature).

In all cases, ABackup and the respective involved TSA module restore everything they can. For example, if the target volume does not support all name spaces that were loaded on the original module, the names in these name spaces will not be restored, and this without any warning or error. If an NDS trustee object does not exist in the NDS of the target server, it will not be restored, and again, without any warning. If NDS is not properly functional, none of the trustees and owners will be restored, with no warning again.

However, there exist situations, which the TSA cannot solve. For example, compressed data cannot be restored to an uncompressed volume. If, during a NDS restore, an object that refers to a non-existing object (e.g. through an ACL assignment or group membership) is being restored, a placeholder object for that non-existing object is automatically created on its position, even if it resides outside the contexts being restored. Such an automatically created object will be of the Unknown class and Netware Administrator will display it using icon [image: image4.png]


.
9.1. Restore Individual Files or Directories

Only individual files and directories can be restored using this menu, no wild-cards * and ? are allowed.
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Figure 8: Restoring individual files and directories
Files (No Path) to be Restored – insert here a list of the files you want to restore. Do not enter any path, just the file names. The files will be restored to their original directories.
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Figure 9: List of files to be restored, regardless of their original positions
Objects (Full Path) to be Restored – list of files and directories with full path, including volume name. Directories will be restored without their content, unless they are listed as well.

Broadcast Fatal Error Messages To
Logging Options – these items have the same meanings as in the backup menus.

9.2. Full Restore of Session

This menu can be used to restore the entire session, even to a location different from the original one.

Restore to New Location – restore to a new path (volume and/or directory). The list of files is split into two columns. Specify the original object names, as their were backed up (source path), to the left one. In the right column, specify the new path, to where the objects should be restored (target path). If a directory is specified, all its subdirectories will be restored to the new place as well. For example, if you wish to restore SYS:USER directory with its entire content to the DATA volume and call it HOMES instead, enter to the list a pair SYS:USER (left column) and DATA:HOMES (right column). 

When editing any of the paths (both source and target), the Insert key can be used to browse the current TSA, i.e. the target path. ABackup does provide a way of browsing the original path, unless it can be browsed with the current TSA as well. Any name space can be used for specifying the paths, but it must be loaded on both the source and target volumes. Warning: all the data, which do not match any of the paths in the left (source) column, will be restored to its original location.
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Figure 10: Examples of restoring data to new locations
All the other options are already known from the backup menus.

9.3. Custom Restore

This menu gives the user a full control over the selection of subsets that will be restored, how and to where.
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Figure 11: Custom restore window
Data Subsets to be Restored – specifies groups of objects that should be restored. All options in the window that shows up after selecting this item are provided directly by the connected TSA; therefore, they can vary depending on the TSA type and version. Typical options for a NetWare file system TSA are exclude major TSA resources, include major TSA resources, exclude files, include files, exclude path/files, include path/files.
Scan Type of Data to be Restored – how the data should be restored, more precisely: which parts of the data should be restored. You can prevent a number of properties from being restored, for example: trustee assignments, deleting all existing trustee assignments before restoring them, volume space restrictions, and directory space restrictions. All options in the window that shows up after selecting this item are provided directly by the connected TSA; therefore, they can vary depending on the TSA type and version.

Restore to New Location – restoring to a new location, see the description in paragraph 9.2. Full Restore of Session.
Overwrite Existing Parents – specifies whether existing parent objects (directories, NDS containers etc.) should be rewritten and restored or kept intact.

Overwrite Existing Children – specifies whether existing children objects (files, NDS leaf objects etc.) and restored or kept intact.

Restore Directory Space Limits – controls whether quotas assigned to individual directories should be restored. Normally, Yes would be used. However, due to incompatibilities between early and current versions of NSS volumes, it may be necessary to set No. The incompatibility is following: When a directory is restored, the quota of zero is assigned to it whatever the original value was. As a consequence, no files can be restored, because of ‘Out of disk space’ error condition. This problem may be encountered when restoring NW5.0 NSS back up to a NW6.x volume.

Modify (Archive Needed) Flag – controls the handling of the Archive Needed attribute (sometimes called Modify Bit). This attribute is used at backup time to determine whether the file has been modified since the last backup. It is used for incremental and differential backups. File systems do not support this attribute for directories, nor it is supported by NDS. The options are: Clear (not modified since last backup), Set (modified since last backup), Restore to the state prior backing.

All other options are already known from the backup menus.

10. Frequently Asked Questions

All these questions with their answers and recipes can be found on the Internet at http://www.anchora.cz/abackup/faq.html.

· How do I do an automated backup without any user's interaction? 

· How do I backup trustees, owners, dates, but not the files themselves? 

· How do I copy/move data between volumes or servers, preserving trustees etc., but not using any (temporary) storage medium? 

· How do I backup/copy or restore a single NDS container without its sub tree? 

· How do I restore compressed data to an uncompressed volume? 

· How do I restore trustees, owners, dates, but not the files themselves? 

· How do I restore a single file or directory, but without its subdirectories and files? 

· How do I restore all files of a given name, regardless of their paths? 

· How do I restore a directory with all its subdirectories and files? 

· How do I restore to a location (volume, path) different than the original? 

· Is it possible to restore or copy NDS objects to other location than the original? 

· 
After restoring NDS, some unknown objects  appeared. What are they?
 

· What happens by restoring Server Specific Info? What is it? 

· I get some 80000xxx or FFFxxxxx error code during backup or restore. What is it? 

· I get some tape related error. What is it? 

· What are tape partitions? How do they work? 

· Is it safe to backup NDS just by copying its files? 

How do I do an automated backup without any user's interaction?
Automated backup has two steps:

· First, you have to create a configuration file that will be later used for batch backup. Just load ABackup and work as you would do a normal backup. The only difference is that instead of hitting Back up now!, you have to hit Save Configuration to File.

· Invoke ABackup in batch mode using the command 'load abackup.nlm /f config_file', where config_file is the file created in the previous step. It should contain the full path, including the volume name. You can specify several configuration files using several /f switches to back up several targets (e.g. NDS and volumes) at once. 

You can invoke 'load abackup.nlm /?' to get the full help on the supported command line switches.

How do I backup trustees, owners, dates, but not the files themselves?

This can be accomplished only by Custom Backup. In the Custom Backup Options window, enter the Scan Type of Data to be Backed Up window. Check the item labeled as Exclude Data Streams. 
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Figure 12: Backup scan options

How do I copy/move data between volumes or servers, preserving trustees etc., but not using any (temporary) storage medium?

The basic idea is to use a TSA as the target medium, instead of a file or tape. The source and target TSAs should be of the same type and version. Generally, copying data e.g. from a Windows NT station to a NetWare server is possible. But copying NDS to any file system TSA will not work. When transferring data between different systems, some information, such as namespaces (especially Macintosh and NFS) and trustees can be lost. Note that if you transfer files between two servers in different NDS trees, the trustees are preserved as long as the corresponding objects exist in the target tree.

Renaming during copying may be needed (i.e. when copying from Windows NT to NetWare, C: must be replaced by SYS: or a similar conversion must be done). If the source supports volume compression and some part of the target does not, ABackup automatically expands compressed files. To preserve target disk space, you may need to turn this feature off (use Custom Backup and see the previous question - check Backup compressed files as expanded files).

How do I backup/copy or restore a single NDS container without its sub tree?

It can be done only using custom backup/copy respective restore. In case of backup or copy select [Root] as the object to be processed. Go to the Data Subsets to be Backed up (resp. Data Subsets to be Restored) sub window. Finally, enter the desired container object(s) into the list labeled as Include objects by distinguished name.

How do I restore compressed data to an uncompressed volume?

It cannot be done in a single step. You have to turn compression on the target volume or you have to restore to another volume with compression turned on and then copy (using ABackup) the data to the uncompressed volume.

Another option is to backup the files in the uncompressed state. This can be accomplished similarly as backup of just trustees and other properties. Just check the item Backup compressed files as expanded files.

How do I restore trustees, owners, dates, but not the files themselves?

To restore just trustees, owners, space limits, dates etc., you can use even a full backup containing the full files. If you have a full backup (including the file data), you have to perform a custom restore. In the Custom Restore Options window, enter the Scan Type of Data to be Restored window. Check the item labeled as Exclude Data Streams. If you in this way 'restore' a file that did not exist before restoring, it is created with zero length.

If you have a backup data not containing the file data, you can do a standard full restore.

How do I restore a single file or directory, but without its subdirectories and files?

In the Restore menu, select Restore Individual Files or Directories.
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Figure 13: Restoring individual files and directories

Enter the file or directory name(s) with full path you want to restore to the list labeled Objects (Full Path) to be Restored, 'DATA:USER/PATERA/PHONES.TXT' is a valid example. You will be asked to specify whether the path entered is a file or a directory. This information will help ABackup in formatting the path and adding, removing, or correcting slashes. Then only a part of the backup data will be processed, until all the specified objects are restored. No wild cards are allowed. It is impossible to restore the objects to other location than the original.

How do I restore all files of a given name, regardless of their paths?
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Figure 14: Restoring files regardless of their position

In the Restore menu, select Restore Individual Files or Directories. Enter the file name(s) without path, you want to restore to the list labeled Files (no Path) to be Restored, project.dpr is a valid example. Then all the backup data will be processed and all files matching the given name(s) will be restored, wherever they were originally located. No wild cards are allowed. It is impossible to restore the files to other locations than the original.

How do I restore a directory with all its subdirectories and files?

This can be accomplished only with Custom Restore. In the Custom Restore Options window (see figure in paragraph 9.3, select Data Subsets to be Restored and enter the full path into the list Include directories (full path). 
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Figure 15: Specifying specific objects to be restored
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Figure 16: Restoring a directory with all subdirectories

How do I restore to a location (volume, path) different than the original?

Restoring to new locations is possible only from the Custom Restore. The window Restore to New Location lists all paths to be changed. The left column shows the original path (from where the objects were backed up), whereas the right one indicates the new path (to where the data should be restored). On the illustration, the directory SYS:Software/Office will be restored to SOFT:Office and DATA:USER/PATERA will be restored to USER:PATERA. The type of slashes (forward or backward) is not important, as well as presence of the terminating slash. ABackup checks validity of the entered paths. The path should contain volume (or disk) name followed by colon : (if applicable). Note that only directories, volumes, and disk letters can be specified, it is not possible to restore a single file to a new location. Note also that all the data that are not listed as to be restored to a new location are automatically restored using the original path.
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Figure 17: Restoring to a new location

Is it possible to restore or copy NDS objects to other location than the original?

Unfortunately no. TSANDS.NLM, even for NetWare 5.1, does not support this feature.

After restoring NDS, some unknown objects appeared. What are they?

NWAdministrator shows a yellow icon [image: image16.png]


 with question mark for unknown objects. These objects are only placeholders for other objects that in fact were not restored. They contain only basic attributes (such as name), even their class is unknown. Restoring these objects is necessary in order to fully restore other objects they are referenced by. This is a feature of design, it is not a bug. If one object references another one (e.g. trustee assignment, group membership), NDS database links them internally. If both the objects are deleted and then only the referencing object restored, it is necessary to automatically (partly) restore the referenced object in order to fully restore the referencing link. Since at that moment no details about the referenced object are known, just a placeholder is created. It will be safe-fully replaced by a real object once it is restored.

What happens by restoring Server Specific Info? What is it?

Server Specific Info is a set of 5 files describing the configuration of the given server. The files are autoexec.ncf, startup.ncf, DSMisc.log with history of NDS schema and replica configuration, VolsInfo.txt with configuration of volumes, and ServData.nds with NDS local configuration. Among other things, ServData.nds contains mapping between NDS object names and their IDs on the local server. Server Specific Info is not restored automatically; it must be explicitly listed in the list of objects to be restored. All the files are restored to directory SYS:SYSTEM\X, where X is the name of the original server.

Both ServData.nds and DSMisc.log are needed for NDS recovery after crash of a server in a multi-server tree. The recovery process is described in Technical Information Document TID 10013534. It describes how to use SBackup, but using ABackup is essentially the same, check there mainly for the restore scenario.

I get some 80000xxx or FFFxxxxx error code during backup or restore. What is it?

This error was generated by some of the SMS modules (SMDR.NLM, TSANDS.NLM, TSA500.NLM etc.), either local or remote.

Unfortunately, there is no official list and description of all possible error codes. We only have a list of named constants. In case of an error, ABackup retrieves the description of the error provided by the SMS mechanism and logs it in the session log file and on the screen. Check the file and follow the hint given (if any) in the description. If the solution is not clear, do not hesitate to contact Anchora Ltd. In such a case, please, do not forget to attach the session log file.

I get some tape related error. What is it?

The tape error code has to be split into separated parts and each evaluated independently. The two right-most digits specify the real error code; the other digits are HW drive-specific or SW driver-specific. They give additional information. The error codes are listed in the following table. 

	Error name
	Value
	Description 

	DATA_MISSING 
	0x01 
	

	POSTPONE 
	0x02 
	

	ABORTED 
	0x03 
	

	INVALID_PARAMETERS 
	0x04
	ABackup issued a command not understood by the drive(r). 

	OBJECT_NOT_ACTIVE 
	0x05
	Check whether a tape medium is not missing from the drive. 

	INVALID_OBJECT 
	0x06 
	

	FUNCTION_NOT_SUPPORTED 
	0x07
	The given function is not supported. Try to disable using partitions. 

	INVALID_MODE 
	0x08 
	

	CLIB_ERROR 
	0x09 
	

	ABORTED_CLEAN 
	0x0A 
	

	CORRECTED_MEDIA_ERROR 
	0x10
	The data integrity is harmed; damaged data were corrected using CRC. Avoid using this medium. 

	MEDIA_ERROR 
	0x11
	The tape medium is damaged. Avoid using this medium. 

	DEVICE_ERROR 
	0x12 
	

	ADAPTER_ERROR 
	0x13 
	

	NOT_SUPPORTED_BY_DEVICE 
	0x14
	The given function is not supported. Try to disable using partitions. 

	NOT_SUPPORTED_BY_DRIVER 
	0x15
	The given function is not supported. Try to disable using partitions. 

	PARAMETER_ERROR 
	0x16
	ABackup issued a command not understood by the drive(r). 

	MEDIA_NOT_PRESENT 
	0x17
	Check whether a tape medium is not missing from the drive. 

	MEDIA_CHANGED 
	0x18
	Issue 'Scan for new devices' command on the console. 

	PREVIOUSLY_WRITTEN 
	0x19
	

	MEDIA_NOT_FORMATED 
	0x1A
	

	BLANK_MEDIA 
	0x1B
	The medium does not contain all the data ABackup expected. Create the tape from the Tape Management Menu. 

	END_OF_MEDIA 
	0x1C
	The tape medium is full. 

	FILE_MARK_DETECTED 
	0x1D
	

	SET_MARK_DETECTED 
	0x1E
	

	WRITE_PROTECTED 
	0x1F
	The tape medium is write-protected. 

	OK_EARLY_WARNING 
	0x20
	The data were written successfully, but the medium is almost full. 

	BEGINNING_OF_MEDIA 
	0x21
	

	MEDIA_NOT_FOUND 
	0x22
	Check whether a tape medium is not missing from the drive and issue 'Scan for new devices' command on the console. 

	MEDIA_NOT_REMOVED 
	0x23
	

	UNKNOWN_COMPLETION 
	0x24
	

	DATA_MISSING 
	0x25
	

	HOTFIX_ERROR 
	0x26
	

	HOTFIX_UPDATE_ERROR 
	0x27
	

	IO_ERROR 
	0x28
	

	CHANGER_SOURCE_EMPTY 
	0x29
	

	CHANGER_DEST_FULL 
	0x2A
	

	CHANGER_JAMMED 
	0x2B
	

	MAGAZINE_NOT_PRESENT 
	0x2D
	

	MAGAZINE_SOURCE_EMPTY 
	0x2E
	

	MAGAZINE_DEST_FULL 
	0x2F
	

	MAGAZINE_JAMMED 
	0x30
	

	ABORT_CAUSED_BY_PRIOR_ERROR 
	0x31
	

	CHANGER_ERROR 
	0x32
	

	MAGAZINE_ERROR 
	0x33
	

	BLOCK_SIZE_ERROR 
	0x34
	

	COMPRESSED_DATA 
	0x35
	


What are tape partitions? How do they work?

If the tape drive and driver support partitions, ABackup utilizes them. ABackup splits the tape medium into two parts, having the size 1MB and the rest, respectively. The first partition is used as an index table to store information about the sessions stored in the second partition.

If the tape drive and driver do not support partitions (or you configure ABackup not to use them), ABackup will create a special file for each tape medium on the local server. The path where to store these files is specified in the ABackup configuration menu (see Figure 1). These files store the information that would otherwise be stored on the first partition.

The advantage of using partitions is that you have all the necessary information readily available on the tape. However, this is paid off by a slower access to the tape medium (listing the sessions, adding a session, restoring a session). If the tape medium has only one partition, you have to copy the tape header files manually (when transferring tapes between computers) or recreate it from the Tape management menu (in case of a server crash). This operation requires scanning of the entire tape medium, so it can take tens of minutes to complete. Such a recreated file will not contain the total numbers of objects that were stored in the respective sessions, but this will not influence the performance.

Is it safe to backup NDS just by copying its files?

No, this is a strongly discouraged method, especially in a multi-server tree. If you restore the NDS files manually, NDS might not recognize it and you may have serious replica/partition synchronization problems, which may lead into total loss of the NDS.

11. Known Problems

A number of issues can arise if different media with different sector sizes were used for a single backup. Similarly, problems can arise if some of the media use partitions and some do not. It is not recommended to mix media if their properties are different. Use Tape Management Menu to format all your media with the same characteristics.

A tape medium with partitions inserted into a tape drive which does not support partitions, or uses new software drivers that do not support partitions (usually generic drivers that were not written directly for this specific tape drive), may be unrecognized by ABackup and seem to be never used.

Some tape drives have troubles with autodetecting tape media replacement, which can be inconvenient especially for large backups spanning over several media. It may be necessary to issue 'Scan For New Devices' command on the server console.

Before first use of a tape medium, it is recommended to initialize (i.e. format) it directly from the Tape Management Menu. ABackup can detect and format a new (never-used) medium before backup. However, it may happen that ABackup finds ‘reasonable’ data on the medium (especially if it was used before by another program) and require the user to dismiss several warning windows before proceeding with formatting.

Backing up to files stored on remote servers, as well as copying backup data between tape media and files on remote servers, is not supported if ABackup is running on a NetWare 3.x server.

Firmware versions 1.09 and 1.10 of HP T4000S and HP T4I tape drives have serious flaws. Both the drive and ABackup can freeze for 120 seconds each time after ‘writing’ 192 KB. The drive claims the data were written, but in fact, it did not happen.]

12. ПОШАГОВАЯ ИНСТРУКЦИЯ

по восстановлению информации 

отдельного каталога или группы каталогов 

ОБЩИЕ ЗАМЕЧАНИЯ
Наиболее частая операция при восстановлении потерянной информации – выборочное (частичное) восстановление отдельных объектов файловой структуры: файлов и каталогов, удаленных (потерянных) пользователем.

При частичном восстановлении имеется высокая вероятность того, что в результате ошибки оператора или вследствие предоставления пользователем неверных данных о потерянном объекте может произойти перекрытие («перезапись») существующих объектов вновь восстанавливаемыми объектами. 

Для исключения такой ситуации рекомендую проводить восстановление объектов файловой структуры не на целевой, а на промежуточный (рабочий) том. 

В конкретном случае нашего предприятия восстанавливать удаленную с домашнего тома информацию  следует на том SPOOL. 

После выполнения частичного восстановления, пользователь-заказчик выбирает действительно необходимые ему объекты файловой системы, которые оператор, пользуясь привилегией сетевого администратора, переносит по месту их прежнего расположения (или на иное место расположение по указанию пользователя).

Применения изложенной методики гарантирует, что в результате  действий оператора не произойдет уничтожения данных пользователя вследствие перекрытия существующих и восстанавливаемых файлов.
1. Если ленточное устройство (стример) не готово - подготовить ленточное устройство к работе.

2. Если стример готов, но в нем иная, нежели требуется, кассета с магнитной лентой (МЛ) – извлечь кассету из устройства и установить в него кассету с необходимой МЛ. 

3. При выполнении пунктов 1 - 2 оператору следует руководствоваться инструкцией по эксплуатации ленточного устройства.

4. При работе с рабочего места оператора – загрузить ПК, запустить программу удаленного доступа к консоли сервера и в окне выбрать экран системной консоли сервера HOMER.  (Согласно инструкции на программу удаленного доступа)

5.  При работе непосредственно с консоли сервера – переключиться на экран системной консоли сервера HOMER. (Согласно инструкции ТЕМА № 2 в папке ВПК) 

ПРИМЕЧАНИЕ: далее считается, что работа проводится непосредственно с консоли сервера.

6. Запустить программу ANCHORA BACKUP командой load abackup на консоли сервера.

7.  В случае, если на момент восстановления информации пользователя в каталоге ABACKUP\TAPE информация о ленте доступна (т.н. заголовочный файл имеется, а это означает, что данная лента входит в пул лент этой программы), перейти к пункту № 10
8. В случае, если на момент восстановления информации пользователя лента не имеет заголовочного файла, выполните процедуру включения ленты в пул лент программы. Для этого:

8.1. выбрать устройство, как показано на нижеприведенном рисунке
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8.2. перейти в меню управления носителями MEDIA MANAGEMENT...и выбрать пункт сканирования носителя CREAT INFORMATION...., как показано на следующем рисунке
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8.3. наблюдать процесс сканирования носителя, как показано ниже
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8.4. по окончанию процесса сканирования программа покажет результат сканирования, количество найденных на носителе сессий, общее количество информации на носителе
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8.5. по окончанию процесса санирования выбрать пункт DISPLAY SESION  и наблюдать поиск информации о ранее обнаруженных на носителе сессиях. После поиска информации о сессии программа отобразит список найденных ЛОГ-файлов, как показано ниже
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8.6. информацию из лог-файла выбранной сессии можно просмотреть на экране программы или сохранить в файл. Это полезно в случае, если пользователь не уверен в местоположении восстанавливаемого файла/каталога.
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8.7. в случае, если вы желаете сохранить лог-файл, следует помнить, что данная версия программы (почему-то) не использует путь к лог-файлам, установленный по умолчанию, и этот путь следует добавить вручную, как указано на рисунке. По окончанию записи лог-файла программа выставит транспорант COPING DONE
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9. В пункте главного меню SELECT MEDIUM... выбрать источник данных резервной копии. Затем выбрать устройство, т.е. следует повторить действия пункта 8.1 .
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10. В окне главного меню программы ANCHORA BACKUP выбрать целевой сервер (т.е. КУДА будем восстанавливать)
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11. Подключиться к выбранному серверу (PENTA) под именем пользователя, у которого  достаточно прав для записи на запланированный для размещения восстановленной информации том SPOOL. 

12. Выбрать пункт RESTORE главного меню и далее выбрать сессию из доступных на текущем носителе:
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13. Выбрать пункт CUSTOM RESTORE
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14. В пункте DATA SUBSET.... выбрать пункт INCLUDE DIRECTORIES (full path), нажать ввод, нажать INS, выбрать LONG, ввести имя восстанавливаемого каталога. Полное имя восстанавливаемого каталога ОБЯЗАТЕЛЬНО должно содержать имя целевого, а не исходного тома. См. пример!!
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ПРИМЕЧАНИЕ: При необходимости восстановить объекты, содержащие кириллицу, можно воспользоваться масками имен файлов и/или каталогов. См. пример:
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15. ESC + «ДА»

16. В меню восстановления выбрать пункт RESTORE TO NEW LOCATION, ввод, LONG
17. В поле ORIGINAL DIRECTORY ввести имя тома-источника (HOMER:), ввод.

18. В поле NEW DIRECTORY ввести имя целевого тома (в примере - том MURA:). Имя этого тома можно не вводить, а выбрать из списка доступных объектов, если нажать INS.
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19. Проверить карту переназначений и при необходимости провести коррекцию
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20. ESC + «ДА»

21. Установить другие параметры для сессии: 
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22. Выбрать пункт RESTORE NOW!  и наблюдать процесс восстановления.

23. В случае, когда необходимые объекты восстановлены (это можно увидеть в окне протокола сессии) и нет необходимости ожидать штатного окончания сессии, процесс восстановления можно прервать.

24. Просмотреть восстановленный каталог и скопировать по месту назначения (на домашний том или по указанию заказчика) выбранные пользователем объекты файловой структуры.

25. Оформить восстановление объектов файловой структуры в аппаратном журнале. Информацию о сессии и о результатах должен подписать заказчик.

26. Удалить восстановленную информацию с рабочего тома.

27. Удалить из ленточного устройства кассету, использованную в процессе восстановления

28.  Установить в ленточное устройство кассету в соответствии с графиком копирования.

29. ОБЯЗАТЕЛЬНО ВЫГРУЗИТЬ ПРОГРАММУ через пункт QUIT+ «ДА»
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30. Перезагрузить модуль TSA500 на целевом сервере PENTA . Для этого следует перейти на командную консоль сервера и сначала выгрузить модуль командой unload tsa500, а затем сразу загрузить модуль командой load tsa500  
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13. Пошаговая инструкция

по копированию информации между томами

(режим «синхронизации»)

Программа имеет еще одну возможность, опирающуюся на механизм TSA/SMS, а именно – копирование информации.  С точки зрения указанного механизма и копирование с диска на диск, и копирование с диска на ленту – суть одно и тоже. Однако копирование имеет некоторые отличия от рассмотренных выше.

Настоящая инструкция представляет пошаговое описание процесса копирования информации с места на место с использованием программы ABACKUP
Инструкция базируется на конкретном примере копирования: с сервера HOMER на сервер PENTA , выполнялось копирование одного каталога.

1 В качестве общего примечания: все операции следует проводить в режиме поддержки длинных имен файлов, т.е. всегда, когда программа выдает запрос на поддерживаемые пространства имен, следует выбирать длинные имена:
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2 Выбрать носитель места назначения (т.е. выбрать приемник информации): приемником информации может быть любой из перечисленных ниже – файл, лента, TSA-агент. Для осуществления копирования файлов приемником должен быть TSA-агент в режиме TSA-агент файловой системы:
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3 Выбрать источник информации. (т.е. выбрать объект для копирования.) В примере источником выступает сервер  HOMER и один каталог на его томе. Каталогов может быть много. Подключение полностью аналогично рассмотренному в пункте копирования на ленту, т.е происходит выбор сервера, выбор TSA-агента, выбор пользователя, подключаемого к агенту, ввод пароля и отображение результат подключения. Ниже приведены последовательные шаги по подключению.
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4 Выбрать операцию BACKUP  в режиме CUSTOM
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5 В пункте DATA SUBSETS… произвести выбор каталогов для копирования
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6 В пункте COPY to NEW LOCATION выбрать том-источник и том-приемник, подтвердить сделанный выбор.
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7 Проверить выбранные настройки на согласованность в пункте TEST SELECTION....

8 Запустить копирование.
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9 Наблюдать процесс переноса файлов.
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